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Abstract—In cloud computing the process of sharing
data must be secure for the security reason. The proposed
system provides two phase security mechanism. In that
encryption data is first phase and splitting is another
phase. It provides securely, efficiently, and flexibly shares
data with others in multi cloud storage using aggregate
cryptosystem concept. It describes new public-key
cryptosystems that produce constant-size cipher texts
such that efficient delegation of decryption rights for any
set of ciphertext is possible that decrypted files are spited
and stored on the different clouds for the security reason.
The process of gplitting and merging can be carried out
by the Shamir secrets algorithm. The novelty is that one
can aggregate any set of secret keys and make them as
compact as a single key, but encompassing the power of
all the keys being aggregated. In other words, the secret
key holder can release a constant-size aggregate key for
flexible choices of ciphertext set in cloud storage, but the
other encrypted files outside the set remain confidential.
The secure aggregate key sent to other users or be stored
in a smart card with very limited secure storage. It also
provides formal security analysis of our schemes in the
standard model.
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I.  INTRODUCTION
The most important aspect of cloud is security.u@lo
storage is gaining popularity recently. In entesgri
settings, we see the rise in demand for data ordism)
which assists in the strategic management of catpor
data. It is also used as a core technology behiadym
online services for personal applications. Nowad#yis
easy to apply for free accounts for email, photouad,
file sharing and/or remote access, with storage sinre
than 25 GB. Together with the current wireless
technology, users can access almost all of thieis find
emails by a mobile phone in any corner of the world
Considering data privacy, a traditional way to eastiis
to rely on the server to enforce the access coiatiter
authentication which means any unexpected privilege
escalation will expose all data. In a shared-tepataud
computing environment, things become even wors¢a Da
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from different clients can be hosted on separatriali
machines but reside on a single physical machiaga i

a target VM could be stolen by instantiating anoti

co resident with the target. Regarding availabttifyfiles,
there are a series of cryptographic schemes wiichsg
far as allowing a third-party auditor to check the
availability of files on behalf of the data owneithout
leaking anything about the data, or without compsimgy
the data owner’s anonymity. Likewise, cloud users
probably will not hold the strong belief that thiowd
server is doing a good job in terms of confidenttialA
cryptographic solution, for example, with provemisity
relied on number-theoretic assumptions is moreralels,
whenever the user is not perfectly happy with tngsthe
security of the VM or the honesty of the technistff.
These users are motivated to encrypt their data their
own keys before uploading them to the server.

Data sharing is an important functionality in cloud
storage. For example, bloggers can let their fgeridw a
subset of their private pictures; an enterprise mant
her employees access to a portion of sensitive. ddta
challenging problem is how to effectively sharergpted
data. Of course users can download the encryptéa da
from the storage, decrypt them, then send thenthers
for sharing, but it loses the value of cloud steradsers
should be able to delegate the access rights afithgng
data to others so that they can access theserdatatlie
server directly. However, finding an efficient asecure
way to share partial data in cloud storage is rgtat.
Encryption keys also come with two flavors—symnetri
key or asymmetric (public) key. Using symmetric
encryption, when Alice wants the data to be oritgda
from a third party, she or he has to give the secey;
obviously, this is not always desirable. By cortrdlse
encryption key and decryption key are differenpirblic
key encryption. The use of public-key encryptionegi
more flexibility for our applications. For exampl&
enterprise settings, every employee can uploadypteat
data on the cloud storage server without the kndgdeof
the company’s master-secret key.

.  BACKGROUND(LITERATURE REVIEW)
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As per the survey of the existing systems followgaints

are observed:

1. Wen-GueyTzeng proposed a time-bound cryptogeaphi
key assignment scheme in which the cryptographis ke
of a class were different for each time perioct tvas
the cryptographic key of class Ci at time r is #(Key
derivation is constrained not only by the classtieh,

but also the time period. In our scheme, each bekls
some secret parameters whose number is indepeafient
the number of the classes in the hierarchy anddts
time periods. We present two novel applicationsoof
scheme. One is to broadcast data to authorized user
multilevel security way and the other is to constra
flexible cryptographic key backup system.

2. Cong Wang proposed a secure cloud storage system
supporting privacy-preserving public auditing. Tées
techniques extend our result to enable the TPAetéopm
audits for multiple users simultaneously and effitly.
Extensive security and performance analysis shosv th
proposed schemes are provably secure and highly
efficient. Our preliminary experiment conducted on
Amazon EC2 instance further demonstrates the fast
performance of the design.

3. Xiaoming Huet. al. proposed a Gentry's identiaged
encryption scheme, we give a construction for aiPRRE
scheme that is fully secure in the standard model.
Proposed scheme has the following advantages
comparison with all previous ID PRE Schemes: Short
Public Parameters, a tight reduction and fully siégin
standard model.

4. Laurence T. Yang et al. propose a scalable thase
top-down specialization (TDS) approach to anonymize
large-scale data sets using the MapReduce frameovork
cloud. In both phases of our approach, we deliegrat
design a group of innovative MapReduce jobs to
concretely accomplish the specialization computaiiva
highly scalable way. Experimental evaluation result
demonstrate that with our approach, the scalabdityg
efficiency of TDS can be significantly improved ove
existing approaches.

5. Surya Nepal proposed a secure cloud storagécserv
architecture with the focus on Data Integrity aSeavice
(DlaaS) based on the principles of Service Oriented
Architecture and Web services. Our approach noy onl
releases the burdens of data integrity managemamt &
storage service by handling it through an indepehde
third party data Integrity Management Service (IMS)t
also reduces the security risk of the data storethé
storage services by checking the data integrityh whie
help of IMS. We define data integrity protocols far
number of different scenarios, and demonstrate the
feasibility of the proposed architecture, serviced a
protocols by implementing them on a public cloud,
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Amazon S3. We also study the impact of our proposed
protocols on the performance of the storage seraim
show that the benefits of our approach outweighlittie
penalty on the storage service performance.

.  PROPOSED SYSTEM
A key-aggregate encryption scheme consists of five
polynomial-time algorithms. The data owner estdigss
the public system parameter via Setup and geneeates
public/master-secret3 key pair via KeyGen. Messages
be encrypted via Encrypt by anyone who also decides
what ciphertext class is associated with the pdaint
message to be encrypted. The data owner can use the
master-secret to generate an aggregate decrypipifok
a set of ciphertext classes via Extract. The gaeerkeys
can be passed to delegates securely (via secusglean
secure devices) Finally, any user with an aggregate
can decrypt any ciphertext provided that the cigh&t's
class is contained in the aggregate key via Decrypt
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Fig. 1. Architecture of Proposed System

1. Setup(l, n: executed by the data owner to setup an
account on an untrusted server. On input a seclav
parameter 1 and the number of ciphertext clasges.n
class index should be an integer bounded by 1 and n
outputs the public system parameter pram, which is
omitted from the input of the other algorithms foevity.

2. Permission() It selects the appropriate files for the
specific users. It is one type of access right nedu

3. Add Circle(): It is on type of group. It is used to send a
data to the specific users. It saves the time ef us
select each user individually. Users have full atiti to
create its own separate groups or circles to danve dnd
some effort.

4. KeyGen(pk, msk): eecuted by the data owner to
randomly generate a public/master-secret key padr (
msk).

5. Encrypt(pk, i, m): executed by anyone who wants to
encrypt data. On input a public-key pk, an index i
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denoting the ciphertext class, and a message anfputs
a ciphertext C.
6. Split() and Merge(): It is a form of secret sharing,
where a secret is divided into parts, giving each
participant its own unique part, where some ofthes or
all of them are needed in order to reconstrucsdezet.
7. Extract(msk, S): executed by the data owner for
delegating the decrypting power for a certain skt o
ciphertext classes to a delegate. On input theenastret
key msk and a set S of indices corresponding fereifit
classes, it outputs the aggregate key for set Stddrby
KS.
8. Decrypt(KS, s, i, C): executed by a delegate who
received an aggregate key KS generated by Ext€act.
input KS, the set S, an index i denoting the citeher
class the ciphertext C belongs to, and C, it ostghe
decrypted result m if i £ S. User only able to gptr
those files which are accessible to that user.

Example of Shamir Secretes Algorithm

Suppose that our secret is 1284 1234),
We wish to divide the secret into 6 parts (n=6)erehany
subset of 3 parts (k=3) is sufficient to recondtthe
secret. At random we obtain two (k-1) numbers: 466
94.

(ap=1234; a = 166; 3 =94)
Our polynomial to produce secret shares (points) is
therefore: f(x)= 1234 + 166x +94%
We construct 6 points,D =(x,f(x)) from the polynomial:
Do= (1,1494); D= (2,1942); Q= (32578);
D,= (43402); Q= (54414); Q = (65614)
We give each participant a different single pobuth x
and f(x)). Because we usg_ Dnstead of ) the points
start from (1, f(1)) and not (0,f(0)). This is nesary
because if one would have(0,f(0)) he would alsovktire
secret (S=f(0)).

IV. RECONSTRUCTION OF DATA
This section In order to reconstruct the secretapgints
will be enough.
Let us consider,

(@, o) = (2,1942); (a1, ) = (4, 3402); 3, ) = (5, 4414)

We will compute Lagrange basis polynomials:
Ca-noz-; a-da-d 1,00

fy= = rUE
o nnon 11156 173
Cr-rg 2-1; 2-2r-5 1,7
Rt Bt Ko Sl L Lk

r-ty r-1; -2 -4 1, 8
,{’): . = . = - —2 _
o m mem 5-25-1 3 "¥T3
Therefore,
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flzx) = iyj - £ ()

=1234 + 166x +94%
Recall that the secret is the free coefficient,chhmeans
thatS = 1234 and we are done.

V. RESULT
Figure 2 shows the snapshot of splitting process of
encrypted file. Here file is splitted in 6 partssa&d can
directly upload the splitted part on to the cloud& are
providing the facility of multi cloud so Google D& and
Dropbox both options are given.
If user wants to see the splitted file then he/ e click
on the retrieve link. Splitted file contains the lyon
numbers i.e. cipher text.

:c:le Drive
42 Drop
hox

Fig. 2. Splitting Result of Module 3

VI.  CONCLUSION
In this paper we finally conclude that our proposed
system very secure because it provides two phasgitse
first one: Encryption with strong aggregate keyoset
Splitting encrypted file and storing on differeribwd.
Currently we have used two clouds i.e. Google Dead
Drop Box but in future we will use more and diffete
clouds to provide more security.
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